DEEP FAKE LA GI?
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Tri tué con nguwoi dang dan dan bi “tri tué nhan tao” (AI=Artificial Intelligence) thay
thé trong khda nhiéu lanh vue nhw choi o vua, dich thudt, y 1é tri liéu, xir ly dir liu dé
tw hoc héi... Bai viét sau ddy néi vé mot kha nang khdc ciia AI dang lam con ngueoi
hoang so.

Ban c6 thé ndo tin cuu tong thong My Barack Obama ndi trude hang triéu khdn gia
trén Internet “Donald Trump la mot ké ngdc hay Mark Zuckerberg, ong chu
Facebook, khoe khoang “Téi dang toan quyén kiém sodt dir liéu ciia hang 1y nguoi
dung trén toan cau”?

Chuyén gid ma khéng gia. Nam 2017, video gid mao cwu Tong thong My

Obama dwoc nhom nghién curu dai hoc Washington dung tri nhan tao Al de ghép mat
ciia Cuyeu Tong thong My Barack Obama véi mét giong doc gia mao, khién ca thé giGi
kinh ngac vi do chan thdt cua video. Khai niém Deepfake bat nguén tir thoi diém nay.

Deepfake la gi?

Deepfake (tam dich la "gia hinh") la két hop ciia “deep learmng” (hoc ky, sau) va
“fake” (gid mao), dé cdp dén cdc video bi thao ting, hodc cdc san pham cong nghé
dwoc tao ra boi Tri tué nhan tao mot cach tinh vi, cu the la "hoc sdu" (deep learmng)
nham tao ra céc hinh anh va dm thanh bia dat nhung rat giong thdt. Cong nghé nay
dwoc xdy dwng trén nén tang machine learnzng md nguon mé cia Google. ("Hoc
may" la mot nganh khoa hoc nghién cuu cac thudt todan (algorithm) cho phép may

tinh c6 thé hoc dwgc cac khdi niém (concept) nhuw con ngieoi).



Deepfake sé quét video va anh chdn dung ciia mot nguweoi sau dé hop nhdt vao mot
video riéng biét, nho Al thay thé cdc chi tiét trén gwong mdt nhw mdt, miéng, miii voi
chuyén dong guwong mat, giong ndi nhu thdt. Cang cé nhiéu hinh anh goc thi Al cang
c6 nhiéu dit ligu d@é "hoc”".

Deepfake c6 thé gan khudn mdt ciia nguwdi ndy sang nguoi khdc trong video véi do
chan thuc dén kinh ngac.

Ung dung tich cuec.

C6 thé néi cdc hinh thirc iing dung tro Iy giong noi bdt chwée cdc yéu té than mdt cia
con nguot trong loi noi, bao gom ngdt nghi va tin hiéu bang 1oi n6i nhw “hmmm”, c6
tinh thuc té cao, nhir cac cude goi dién thoai truc tiép, tao cam gidce véi ngueoi doi
thoai rang ho dang noi chuyén voi mot nguoi thyec.

Mot vi du khdc, cho thdy si dung am thanh giong noi dé tai 1o giong noi cua nguoi
than yéu da qua doi la mot diéu ma moi nguwoi cam thdy két noi tot hon véi ngueoi da
khudt. Deepfake gia giong néi con cé mét cong nang khdc la khéi phuc giong néi ciia
mot nguoi khi ho bi mat giong vi bénh, hé tro gido duc bcing cach tai tao dm thanh
cua cac nhan vat lich s, nhu CereProc tao ra mot phién ban bai dién van cuoi cung
cia cyu Tong thong My John F. Kennedy, nguoi da bi dm sdt nam 1963.

Video deepfake cé thé lam sinh dong cdc phong trung bay va bao tang. Poi voi nganh
cong nghiép giai tri, cong nghe 6 thé dwoc sir dung dé cai thién viéc long tiéng cho
cdc bé phim tiéng niwde ngoai, v.v.. . S phé bién ciia Amazon Alexa va Google
Assistant lam cho chung ta song thoai mdi trong mot thé giGi hoa tron giita thdt va
gia. Cdc vmg dung hira hen nhdt ciia AI déu nam trong linh viee gidi tri.



Tir nhiéu nam nay, cdac dao dién phim anh da hao té'n rdt nhiéu trong viéc givip phim
hoan hao hon nho ky xdo do hoa, hay don gian la cat ghép mét khung hinh, canh vit,
con nguoi von di khong hé ¢ dé nhuwng van xudt hién trén man anh. Chuyén vdo nam
2013, khi nam dién vién Paul Walker déng phim “Fast and Furious” qua doi vi tai
nan 6-t6 sau mét budi t6 chirc tir thién. Bo phim lic ay chwea déng xong, tuy nhién
hang triéu ngueoi trén toan thé gidi hao himg bdt ngo khi gwong mdt ciia anh xudt
hién trong phan phim tiép theo ra rap. Ngay nay, Al tdi tao lai hinh dnh cia nir dién
vién qud co Carrie Fisher trong vai Cong chiia Leia trong "Chién tranh giita cdc vi

sao".

Nhur vay khi mot dién vién néi tiéng qua doi, dao dién chi can tao ra mét nguwoi gid
tiép tuc xudt hién trong cdc bo phim khac. Vin dé dao dirc 0 ddy la kha nang tai sinh
nhiing ngum noi tleng c6 thé khién ho tro thanh con réi cho cdc cong ty, dwge tdi tao
dé quang cdo san phdm hodc nhan hiéu, quyén tén trong ban than cia cdc nhdn vit
nay can phdi dwoc xét dén.

Ung dung tiéu cwc

Ba muoi nam triede, Photoshop xudt hién va lam thay déi cdach con ngueoi tiép nhén
cac dit kién vi cdc hinh anh nhin thdy c6 thé la san pham ciia mét qud trinh cdt ghép
ky céng. Nguoi ta nghi ngo vao dg chén thét ciia hinh dnh va dat niém tin vao video,
ghi dm vi ddy la nhitng thir gan nhw khong thé gia mao. Nhung Deepfake xudt hién va
pha vé thanh tri ciia thé gidi Internet.



Ngueoi ta c6 thé 'da’ bdt ky chinh khdch ndo toi dau, lam bdt civ diéu gi, khi cac video
duoc phé bién dé hiy hoai ai doé. Viéc ap dung Deepfake la mot diéu thii vi, nhung
can canh gidc véi né. Trong thiee té, khong nén tao bdt ky mét video gia mgo nao du
chi dé muc dich cho vuil N6 c6 thé khién chiing ta gdp nhitng rdc réi phdp Iy va dnh
hwéng dén danh tiéng ciia ban than.

Salvador Dali, nguoi ap dung thudt toan vao anh cua Marilyn Monroe viét: "Internet
noi chung va mang xd hoi noi riéng déu la nhitng phdt minh mang tiém ndng I6n lao
dé phat trién vé tdn, an gzau nhiéu chuwong sach moi con chua dwoc khai pha nham
muc dich chia sé, két néi con nguoi lén nhau trén toan cau. Dau vay, van vat déu
mang nhitng thdi cyc déi lap song hanh lap nhau, di kém voi vién canh twoi sang van
luén la nhu’ng mdt toi phire tap, trong do c¢é van nan fake news, liva ddo bang tin tirc
gia mgo."

Nhitng nhén vt tiéng tam rdt dé c6 nguy co bi tan cong bang video gia mao. Ngay cd
nhitng ngueoi phu nit binh thiong ciing c6 thé bi nguwoi xdu ding cong nghé nay tao ra
nhitng video khiéu dam, khéa than gia mao, xvic pham dén danh duw va pham gid ciia
ho. Mot khi video da bi phat tan trén Internet thi gc”in nhu khong thé ngan chan noi.

Hon nita, rat khé dé phan biét tinh thdt gia cua nhing ngi dung nay. Nhitng noi dung

sai suw that sé hwdng dan dw ludn, lam hai dén uy tin va danh tleng cua cdc quan chirc

chinh tri, nha lanh dao doanh nghiép, dién vién, nghé si..., bao mon niém tin cia moi

ngueoi véi bdo chi, co quan, t6 chire xa hoi... Mot vai vi du sau ddy:

Pau nam 2019, mot nhém tdi pham mang da lira giam déc diéu hanh cong ty co tru so
tai Anh tra cho ho 243.000 USD bdng cdch sir dung dm thanh deepfake gid giong éng
chu cua doanh nghiép nay qua dién thoai.

Thang 6/2019, bo truong chinh phu Malaysia bi cao buoc xudt hién trong mot video
quan hé tinh duc voi nguoi déng gidi. Hanh vi nay la bat hop phdp 0 Malaysia, du
nhitng nguoi ung ho ong tin rang hinh anh do la gia mao nhung cdc chuyén gia lai
khéng tim thdy bang chieng video bi cdt ghép.

M0t vi du khéc vé su kién & Gabon cuéi nam 2018. Khi do, Téng Théng Ali Bongo
Ondimba ciia nwée ndy di khong xudt hién truée cong chiing trong vai thang. D
luan cho rcing téng théng Ondimba bénh nang, tham chi da chét. Nham dap 1t tin
don nay, chinh phii dd cong bé mét video cho thdy téng thong doc dién van chirc
mung nam moi.

Trong video, éng Ondimba xudt hién trong cirng nhdc voi nét mdt thiéu ti nhién.
Video lap tirc gay nghi ngo va tranh cdi trén mang xa hoi. Cac nhom chong doi khang



dinh video la san pham ciia Deepfake va tong thong da qua doi. Ong Ondimba sau do
xudt hién tré lai va tiép tuc lanh dao Gabon. Cho dén nay, giéi chuyén gia van chira
thé khang dinh doan video ciia 6ng c6 phdi la gid mao hay khéng?

Deepfake ngay nay hién nhién tré: thanh vii khi hivu hiéu nhat trong chinh tri. Thong
tin gid mao cé thé dan den biéu tinh, bao déng, gdy bdt on... Chuyén gi sé xay ra, néu
trén mang bong dung xudt hién mot video deepfake mé td g cir vién tong thong
dang qudy roi tinh duc tré em, hodc mot canh sat truong dang xui giuc nhdn vién thirc
hién hanh vi bao lyc véi nguoi dan téc thiéu so, hay nhitng nguwoi linh ¢é hanh dong
tan dc trong chién tranh...

Mot giai phap dwoc nhiéu nuwdce can nhdc la dwa ra lugt quy dinh viéc tao va phat tan
néi dung Deepfake la bat hop phdp. Vio thdng 10, 2019, California quy dinh rang
viéc tao hodc chia sé video, hinh anh, giong noi cua cdc chinh tri gia bang cong nghé
Deepfake trudc cugc bau cir la pham ludt. Tuy nhién, gidi phdp nay van khong hiéu
qua, do tinh an danh va khéng bién giGi ciia Internet. Trong giai doan nay, cdc hing
cong nghé 16m nhw Facebook, Google va Twitter phdi hanh dong dé han ché s lan
truyén ciia nhitng video gid mao.

Nghi ST Marco Rubio nhén xét: "Ngdy xwa, néu muon de doa Hoa Ky, doi thii can cé
10 hang khong mau ham, vii khi hat nhdn va hoa tién tam xa. Ngdy nay, tat cd nhitng
gi ban can la kha nang san xudt mét video gid mao nhung trong nhu that, dé gay anh
hieong t6i két qua bau cir, ddy mede My vao khing hodng va lam suy yéu ching ta.”

Théng thwong, cdc tin xdu va gay tranh cai luén lan truyén rdt nhanh, nhung cdc tin
dinh chinh sau do lai it nguoi biét t6i. Tuy nhién, néu moi nguoi c6 xu hieéng hodi
nghi moi video ho xem, ké ca thong tin chinh thong, 6ng Hany Farid, mot trong
nhitng chuyén gia hang dau thé gici vé deepfake, néi: "Néu ban khéng con tin nhitng
video hay nhitng doan am thanh ma ban xem, d6 thdt sw la nguy co an ninh quéc gia
nghiém trong.” Ong dy dodn trong twong lai gan, cong nghé Deepfake sé phdt trién
tir mot hién twong la trén Internet thanh mot cong cu tan phd xd héi, cong kich chinh
tri. Ong ciing cho rang moi ngudi can cé sw chudn bi dé doi mat véi van dé nay.

Anh ghép phim khiéu dam

Ac mong ma Deepfake mang lai la sw gia mao ghép anh phu nit khoa than. Ghép mat
ngueoi khdc vao nhan vdt phim khiéu dam dang ngay cang phé bién, ddt ra nhitng cdiu
héi méi vé van dé “lam dung cong nghé” tai Trung cong. Cudc diéu tra cua to The
Beijing News dd phat hién ra nhiéu dich vu lam viéc ndy véi gia chwa téi 1 USD.



Theo thong ké, tinh dén thang 9/2019, c6 96% video deepfake chira nji dung khiéu
dam. Co mot SO trang web chuyén phat nhitng noi dung nay va thu hit rat nhzeu luot
xem trong sudt hai nam gan ddy. Nhitng ngi dung trong do hau hét dwoc tong hop tir
nhitng video véi sy ghép mdt ciia nhitng nguwoi noi tiéng.

Ai ciing co the la nan nhan ciia Deepfake. Néu mét ngay nao do bong nhién ban thdy
mdt minh xudt hién trong mot bo phim khiéu dam va dwoc lan truyén trén mang, voi
téc do lan truyen nhanh nhu hién nay thi viéc mot video khiéu dam sé nhanh chong
dén tay ban be va nguoi than cua ban. Khi do danh dw va moi nguoi sé nhin va danh
gid ban ra sao? Day la vi du ro rc‘zng nhdt cho thdy sw xudt hién ciia cong nghé
Deepfake da khién cong ching cang kho phan biét ddu la that gia. Va nhimg nguoi c6
Y do dan dat du lugn sé cé gang khai thdac diéu nay, lam cho tinh hinh ngdy cang tré
nén toi té hon.Cdch tao mot Deepfake.

Moi san pham s dung tri tué nhdn tao déu trai qua hai budc chinh: nap dir liéu dau
vao, sau do dung lén mé hinh va lva chon mot thudt toan de lién tuc xu Iy, "hoc" tu
cac mo hinh do.

Theo Reddit, dit liéu dau vao dé tao nén mét video ghép mdt gid mao rat don gidn, né
chinh la nhitng birc anh cong khai cia dién vién cé trén mang tir Google, nhiing clip
video ¢ san tir Youtube. Cdch lam va cong cu ciing c¢6 san, nguoi dung “deepfakes”
chi can thuee hién vai thudt todn md nguon mé nhu Google TensorFlow hodc Keras dé
cho ¢o mdy “hoc” va ghép khuon mat voi do giong cao. Qud trinh “hoc” chinh la
dong gép mau chét cia tri tué nhan tao.

Nhom nghién ciru Samsung hop tac voi Vién Khoa hoc va Cong nghé Skolkovo da
phat trién dwege mot phirong thirc dé hoat hoa héa cdc birc chan dung cé dién, khién
chiing tré nén song dong hon bao gio hét, phat trién mot hé thong dung hinh mdt
ngueoi sie dung voi nguon hinh anh tinh ciee it, ké ca chi duy nhat mét tam hinh goc
ciing ¢é thé gilp né hoat déng va lam gia duoc.



Rat khé tao mot deepfake néu chi sir dung mot chiéc may tinh théng thieong. Hau hét
cdc san pham deepfake dwoc lam nén tir cac may tinh cao cap véi card do hoa (hay
con goi la card man hinh - Graphics card) manh mé, hay cao hon nita la sw dung dién
toan dam may (cloud computing).

Deep-fakes chdt lwong kém dé dang bi phat hién. Nhitng khuén mdt trén deepfake
khéng thé chdp mdt nhw binh thuwong, vi thudt todn khéng bao gio thuc si "hoc” vé
viéc chop mat. Bo”‘ng bé méi xdu, hodc mau da loang 16 ¢6 thé giup nhdn ra ddu la
video gia. Cdc chi tiét nhi téc ddc biét khé dé deepfake cé thé “render” (két xudt do
hoa hay qua trinh tdp hop cac mé hinh thanh mot hinh anh) mét cach muwot ma.

Po trang sirc hay rang lam au ciing la mot diém can chii ¥, hay cac hiéu ing dnh sang
ky la, chang han nhw chiéu sang khéng nhat qudn va phan chiéu trén mong mat sé la
mot can cw quan trong dae phan biét. Cdc nha nghién cuu da gioi thiéu mot cong cu
cho phép nhan dién cdc video deepfake.

Céng cu nay con co thé phan tich dwge nhitng chi tiét ma mdt nguoi khong thé nhan
ra, nhuw phan tich phé hodc dnh séng ciia birc anh dé nhdn ra vi tri khéc biét. Tuy
nhién, ho cing thia nhan phai lién tuc phat trién d@é chay dua voi nhwng ky thuat lam
gid méi nhat. Pang so hon, Deepfake dang ngdy cang dige cdi tién va hoan thién
vuot qua tri tu"O’ng fuong cua nguoi thuong, nhiing video deepfake xudt hién ngay
cang nhiéu va gia tang voi toc do chong mat trén mang Internet.

Theo théng ké cua Deep-trace, tinh den dau nam 2019, ¢6 7.964 video deepfake xuat
hién tryc tuyén. Chi sau 9 thang, con sé ndy da tang lén dén 14.678 va tat nhién van
tiép tuc tang mét cach nhanh chong.

Dao dirc khoa hoc
Phat minh nguyén tur nang hay Deepfake khong mang lai loi ich cho nhdn logi bao
nhiéu ma tai hoa thi rat lon.



Ndng heong hat nhan la gidi phdp méi dé san xudt ra dién ndng so véi cdc nguon
nang heong khéc va dwge cho khd an toan, nhwng trong lich sir dd chimg kién nhiéu
sw ¢ vé cde nha may dién hat nhan. Chdt thai ciia nha mady nguyén tu rat doc hai va
{on tai ca ngan nam. Kha nang rui ro ro ri phong xa cao la mot hiém hoa cho sur séng
muén loai. Chwa néi dén vii khi hat nhén thdt sw la mét dai tham hoa cho nhan loai.

Tinh cho toi nay, chi c6 hai qua bom hat nhan da dwoc swr dung trong T hé chién II tai
Hiroshima va Nagasaki (Nhdt Ban), dé cho thé gid’i thdy sitc cong phd va hiy diét
khiing khiép cia chung. Ngay nay ca thé gidi cé trén 15.000 logi vii khi hat nhdn va
hdy twong twong néu co mot lanh tu dién khung nao ra lénh nhdn nit khai héa thi lodi
nguweoi sé tuyét ching, nhitng nguwoi con lai mirc song va tudi tho chi twong dwong véi
thoi ky triede Trung co. Ngodi ra, né ciing sé hiy diét hé sinh thdi va tac dong khing
khiép dén khi hdu Trai Pat.Vii khi hat nhan tiéu diét thé gi6i vit chat. Vi khi
Deepfake tiéu diét gid tri tinh than.

Sw gid mao va doi trd

Con nguwdi ngdy nay song trong mot thé gioi day sw gid mao, déi trd, khéng ai con tin
nhitng gid tri that cua loi ndi, con nguoi that, san pham hang héa that. Cac bo phan
trong con nguoi nhu toc, tai, mdt, miti, chdn may, 1éng mi, dén ca nguc, mong déu cé

th‘e lam gid. Cdc san pham my thudt nhw cdy, hoa, thii vt kiéng ciing dwoc lam gid
bang cdc logi nhya.

Cdc mat hang gid, pham chat kém, da dang, day day, gay thiét mang cho nguoi tiéu
thu nhu phu tung an toan xe hoti, my 7 pham... Thwce pham gia an chira nhiéu rii ro cho
siec khoe nhie trieng gid chiva nhiéu thanh phdn gdy hai; mi gia lam bang ngii céc hw
théi; nuwde mam gia duoc ché tir nuée 14, muoi, chat héa hoc tao mau, huong vi;
thudc chita bénh gid chiva doc chdt nguy hiém, kim loai ndng, hodc gdy chét nguoi.
Tur nhitng thir gia mao do, xa hgi sinh san ra nhitng hang nguoi gia: bdc st gia (hoc



dom, truong dom), giao su gid (bang cdp dom), thé thdo gia (ding thudc cweong hrc),
tu st gia (khau phdt tdm xa) v.v...

Twong tdc gita nguwoi voi nguoi

Moi quan hé giira nguoi voi ngwd’i luén tén tai hai hién tu"O’ng song hanh do la that va
gia. Thdt, gia c6 hic rdt ré rang, dé nhdn biét, nhung ciing c6 lic lan 1én, phiic tap,
khé nhdn biét. Sw that khach quan dwoe hiéu cdi gi do la diing hodc c6 thé dwoc
chitng minh véi bang chimg cu thé.

Suw gia doi c6 thé nhén thire duoc tir y chi chu quan cua mot nguoi. Nguoi tao ra sy
gid doi déu cé muc dich riéng ciia né. Ba Vian Bakir, gido sw truyén thong chinh tri
va bao chi tai Dai hoc Bangor Xur Wales, viét: "Piéu ddc biét t6i té vé thoi diém hién
tai la mét s6 chinh tri gia néi bdt... va cdc nha lanh dao chuyén quyén trén khap thé
gidi da bién viéc néi doi tro trén tré thanh théi quen va dieong nhién ho khéng quan
tam lieu ho co bi phat hién hay khong."

Ba noi thém: "Ton gido tro thanh 161 té khi ngu’d’i ta ding né lam chinh tri — dé bao vé
quyén loi ciia gido héi, dé tan cong “ké xdu”, @é iing hg chién tranh va xam ling, dé
tan diét cac van héa va tén gido khdc, dé bao vé glao phap, dé thay troi hanh dao...

noi chung la moi viéc c6 tinh cach chinh tri — du cac tir ngir dung nghe cao siéu dén
thé nao."

Quan hé xda héi, ké cd cdc quan h¢ than thugc nhw cha me, vo ch(;ng con cdi, anh em,
ba con, thay tro, chii t6... phan I6n déu dwoc giao tiép qua sw gid doi. Phdi nhdn
rang con nguoti hién nay song theo quan niém nguoi khdc, suy nghl theo nguoi khdc,
néi theo nguwoi khdc, hanh dong theo ngieoi khdc, rat hiém cdi nao la thuc té khach
quan, chdn that.

Hinh 15:

Deepfake lam mdt niém tin, lam ngum ta khong phan bi¢t phai trai, chan gia, cuon
vdo guong quay dién cuong ciia né. Phai nhdn biét dwoc s thit, chdp nhdn va doi
dién voi sy that, lén dan, bai truc sy gia déi thi xd héi lodi ngueoi moi / phat trién theo
quy ludt tién hoa cua nhan loai. Nuoi dudng su gia doi, tw twong dé mat phwong
huéng, thiéu niém tin chan 1y, chim ngdp trong mo hé, do twong, lam nghiém trong
thém cin bénh chii quan, dira dén hoang twéng, cuc doan.

Chirng nao con nguwoi tré vé véi chdn tam ciia minh thi chirng dé tam méi an, xd hoi
mdoi binh.
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